
The April 1, 2025, Board of Visitors meeting and public comment session will be in person. Members of the public are welcome to join in person 
or may view the meeting live at the following link: https://bov.gmu.edu/live/.  Overflow gallery seating is available in Merten 1204. 
 
Both written and oral comments will be entered into the public record. To register to provide oral public comment in person, or to submit a 
written public comment, please complete the form at the following link: https://forms.office.com/r/2RRcZN4fxC.   
 
It is suggested that those registered to provide oral comment arrive at the beginning of the meeting, as the time frame provided is an estimate for 
planning purposes only.  Time limits for oral comments may be established at the discretion of the Rector. Speakers are also encouraged to 
submit their comments in writing at the time of registration, in the event that time constraints do not allow all registrants the opportunity to 
speak. Registration for oral comments will be accepted until noon on March 31, 2025, and written comments will be accepted until the full board 
meeting adjourns on April 1, 2025.  
 
The April 1 meeting is held in preparation for the May 1, 2025, Board of Visitors meeting, where the Board will vote on undergraduate tuition 
and mandatory fees. The May 1 full board and committee meetings of the Board of Visitors will be in-person. Members of the public are welcome 
to join in person or may view the meeting live at the following link: https://bov.gmu.edu/live/.  Please check the “Meetings Postings” page of the 
Board of Visitors website for any updates to these meetings:  https://bov.gmu.edu/postings/. 
 

GEORGE MASON UNIVERSITY 
BOARD OF VISITORS MEETING AND PUBLIC COMMENT SESSION 

April 1, 2025 
Hazel Conference Room, Merten Hall 1201 

 
AGENDA 

Updated 3/20/2025 

8:30 a.m. – 9:00 a.m.  Continental Breakfast 

9:00 a.m.   I. Call to Order 

9:00 a.m. – 9:45 a.m.  II.  Closed Session 

A. Gifts, Bequests, and Fundraising Activities  
(Code of VA: §2.2-3711.A.9) 

B. Discussion or consideration of honorary degrees or special awards. 
(Code of VA: §2.2-3711.A.11) 

C. Consultation with Legal Counsel regarding specific legal matters 
requiring the provision of legal advice 
(Code of VA: §2.2-3711.A.8) 

D. Personnel Matter (Code of VA: §2.2-3711.A.1) 

9:45 a.m. – 10:30 a.m. III.       FY 2026 Tuition & Mandatory Fees Presentation 

10:30 a.m. – 11:15 a.m. IV. Public Comments 
Pursuant to Code of Virginia § 23.1-307 
Tuition & Fees 

11:15 a.m. – 12:15 p.m. V. Lunch Recess 

12:15 p.m.    VI. Board Continuing Education 
Pursuant to Code of Virginia § 23.1-1304 

12:15 p.m. – 1:45 p.m.   A. AGB Presentation & Discussion 

1:45 p.m. – 2:00 p.m.   Break  

2:00 p.m. – 3:30 p.m.   B. AGB Presentation & Discussion (continued) 

3:30 p.m.   VII. Adjournment 



Public Comment Session
Board of Visitors

Office of the EVP for Finance & Administration | April 1, 2025
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Office of the Executive Vice President

George Mason is more than 

$6,000 per in-state student 

FTE below the mean of five 

doctoral peer institutions when 

state and tuition funding are 

combined

George Mason continues to 

prioritize access and 

affordability despite rising 

costs and operating in the 

most expensive region in the 

Commonwealth

George Mason Is Underfunded

1 I-S Student FTE is based on FY24 enrollment for UG, Grad and Law.

Note: Mason does not have mandatory E&G Fees
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Office of the Executive Vice President

“In public higher education, the Commonwealth’s policy has been to fund each institution’s average faculty salary at the 

60th percentile of its national peers… One institution, George Mason University, is below the 30th percentile1.”

1SCHEV “Resources and Planning Committee Agenda Book” January 9, 2024

FY 2025 FY 2026

$ in 000s FY 2024
Non-Personal 

Services

Funding 

Disparities

VMSDEP 

Waiver
Total % Increase

Non-Personal 

Services

Funding 

Disparities

VMSDEP 

Waiver
Total % Increase

CNU $46.1 $346.0 $1,131.0 $1.5 3% $557.0 $2,055.0 $2,612.0 6% 

GMU $208.4 $2,151.0 *$9,268.0 $4,163.0 $15.6 7% $3,420.0 $18,536.0 $7,562.0 $29,518.0 15%
JMU $136.0 $1,327.0 $396.5 $2,040.0 $3.8 3% $2,138.0 $793.0 $3,706.0 $6,637.0 5%

LU $41.8 $211.0 $751.0 $1.0 2% $347.0 $1,364.0 $1,711.0 4% 

NSU $82.5 $354.0 $1,048.0 $1.4 2% $593.0 $1,905.0 $2,498.0 3%

ODU $177.5 $1,236.0 $5,130.0 $6.4 4% $2,075.0 $9,319.0 $11,394.0 6%

RU $70.3 $417.0 $1,018.0 $1.4 2% $676.0 $1,849.0 $2,525.0 4%

UMW $42.0 $283.0 $772.0 $1.1 3% $470.0 $1,403.0 $1,873.0 4%

UVA $169.6 $1,898.0 $2,191.0 $4.1 2% $2,927.0 $3,981.0 $6,908.0 4%

UVA-W $30.5 $147.0 $87.0 $0.2 1% $247.0 $158.0 $405.0 1%

VCU $250.9 $2,018.0 $6,482.0 $8.5 3% $3,260.0 $11,776.0 $15,036.0 6%

VMI $21.6 $121.0 $523.0 $0.6 3% $194.0 $950.0 $1,144.0 5%

VSU $63.2 $374.0 $676.0 $1.1 2% $615.0 $1,228.0 $1,843.0 3%

VT $220.6 $2,271.0 $5,589.5 $3,493.0 $11.4 5% $3,609.0 $11,179.0 $6,345.0 $21,133.0 10%

W&M $66.4 $630.0 $1,713.0 $2.3 4% $1,041.0 $3,112.0 $4,153.0 6%

RBC $13.0 $108.0 $100.0 $0.2 2% $182.0 $181.0 $363.0 3%

VCCS $511.9 $4,334.0 $2,022.0 $6.4 1% $7,164.0 $3,672.0 $10,836.0 2%

Total $2,152.4 $18.2 $15.3 $33.3 $0.1 3% $29.5 $30.5 $60.6 $120.6 6%

*SCHEV’s October 2023 draft report originally recommended $18.54M for FY25 funding disparity
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SCHEV FY25 & FY26 Recommendations



Office of the Executive Vice President
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Budget

Financial Aid By Funding Source

Federal State Other Mason

in millions

Total:    $281         $291           $305          $329           $352         $360           $357          $376         $413  $434          $459

Student aid has continued 

to increase in annual 

budget 

George Mason aid has 

almost doubled as a 

percentage and more than 

tripled as a dollar amount

State aid increased by 

$37M in FY24 and $1M in 

FY25

Increased Financial Aid

6

(1) FY22-FY24 Federal Aid does not include COVID relief funding



Office of the Executive Vice President

George Mason has 

reduced its Net Price by 

15% over the past 

decade

Students who receive 

aid continue to pay 

considerably less than 

the published Cost of 

Attendance

Net Price Over Past Decade

FY14 – FY23

Net Price is the published cost of attendance minus average federal, state/local or institutional aid received by full-time in-state undergraduates

SOURCE: JLARC “Spending and Efficiency in Higher Education” FY14–FY23, inflation adjusted

Reduced Net Price
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W&M $4,504

LU $2,536

RU $479

UMW $85

UVA -$220

JMU -$254

VT -$1,401

VCU -$1,956

ODU -$2,470

NSU -$2,963

VSU -$3,116

GMU -$3,357

UVAW -$3,585

VMI -$3,599

CNU -$4,075



Office of the Executive Vice President

George Mason Is Efficient
Total Employee FTE / Total Student FTE

0.38

0.30
0.28

0.23

0.19
0.18

0

0.1
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0.4

UVA W&M VCU VT GMU ODU

FY23Employees: 10,893 2,799 7,368 8,861 6,112 3,405

Students: 26,635 9,344 26,326 38,857 32,828 18,800

Ratio: 0.38 0.30 0.28 0.23 0.19 0.18

Source: SCHEV Enrollment – Annual FTE report: E05: Annualized Student FTE and Credit Hours

              IPEDS FY23 Employee Headcount (FY24 data is not available yet)
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George Mason has fewer 

employees per student than 

nearly all Virginia doctoral 

peers

George Mason continues to 

improve and invest in 

operational infrastructure and 

technology efficiencies

This level of leanness is 

unsustainable



Office of the Executive Vice President
Source: Council for Community and Economic Research COLI Data

High Cost of Living
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Office of the Executive Vice President

Commonwealth Budget Status 

Conference Budget issued

Mason’s FY26 funding allocation is favorable but 

below amounts requested

Final Budget anticipated early spring but may stretch 

to June

10



Office of the Executive Vice President

Tuition Recommendation 

George Mason is recommending a 2.5% increase in FY26 tuition to support critical 

infrastructure investments, rising costs and market compensation

NOTE:  OOS increases based on double the IS $ increase amounts  

 Law (JD) tuition is not proposed to increase

 Proposed increases are adjusted from round numbers to enable billing by credit hour11 11

Scenario #1 Scenario #2

In-State
FY 2025 

Tuition

FY 2026 FY 2026 FY 2027

(2.5% Incr) Tuition (0% Incr) Tuition (2.5% Incr) Tuition

Undergraduate $10,392 $264 $10,656 $0 $10,392 $264 $10,656

Graduate $14,136 $360 $14,496 $0 $14,136 $360 $14,496

Law (non-JD) $24,864 $616 $25,480 $616 $25,480 $644 $26,124

Out-of-State
FY 2025 

Tuition
FY 2026 FY 2026 FY 2027

($ Incr) Tuition ($ Incr) Tuition ($ Incr) Tuition

Undergraduate $34,860 $528 $35,388 $0 $34,860 $528 $35,388

Graduate $36,480 $720 $37,200 $0 $36,480 $720 $37,200

Law (non-JD) $40,978 $1,022 $42,000 $1,022 $42,000 $1,050 $43,050



Office of the Executive Vice President

Your Student Tuition Dollar at Work

52¢

Academic Support

Academic Administration, Academic 

Technology, Research Services, Libraries

Institutional Support

HR, Finance, ITS, Communications & Marketing

Student Services

Admissions, Registrar, Career Services, 

Tutoring

Operations & Maintenance

Facilities

Direct Instruction

Academic Instruction 

12¢ 7¢

6¢14¢ 9¢

Institutional Financial Aid

Undergraduate, Graduate, Need-based & 

Merit, VMSDEP, Stay Mason
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Office of the Executive Vice President

How 
Tuition 
Supports 
Students

Student Services

Academic Advising & Support Resources

Mason Student Services Center

Admissions, Registrar & Other Core Services 

Regional Campus Services Expansion

Academic Support

Financial Aid

Emergency Aid

Faculty/Student Class Ratio

Enhanced Workforce Development

New Innovative Academic Programs

Career Service Support

Pathway Partnership Programs

13



Office of the Executive Vice President

Mandatory Student Fee Recommendation 

George Mason is recommending a 2.5% increase in FY26 mandatory student fees

Without a fee increase, critical investments in student infrastructure will be delayed and 

student service levels may be reduced

14

In-State
FY 2025 FY 2026

Fee 2.5% Incr Fee

Undergraduate $3,828 $96 $3,924

Graduate $3,828 $96 $3,924

Law $2,898 $72 $2,970

Out-of-State
FY 2025 FY 2026

Fee 2.5% Incr Fee

Undergraduate $3,828 $96 $3,924

Graduate $3,828 $96 $3,924

Law $2,898 $72 $2,970



Office of the Executive Vice President

Your Student Fee Dollar at Work

29¢

Athletics

Intercollegiate Athletics & Scholarships

Student Activities

University Life Programs & Services

Health Services

Student Health Clinical & Administrative 

Services

Transportation

CUE Bus, Shuttles, Bike-sharing, & more

Facilities & Buildings

Student Centers, Recreation, Arts 
Centers, Facility Maintenance

23¢ 6¢

4¢23¢ 15¢

Auxiliary Services

Mason Card Office, Auxiliary Tech Systems, 

Police, Business Services

15



Office of the Executive Vice President

How 
Mandatory 
Fees 
Support 
Students

Student Engagement Activities & Support Services

Student Retention & Success Programs

Student Health & Well-Being Services

Athletics & Recreational Programs

Student Transportation

Maintenance & Operation of Student Facilities

Auxiliary Services (mail, vending, card services)

16



Office of the Executive Vice President

Recent & Planned Investments

Expanded Green Machine Support (FY25)

Athletics Student Services Staffing & Student Engagement (FY25)

University Life Programs & Services (FY25)

Student Involvement & ESports Area Renovation (FY25)

Information Technology Overhead & Investments (FY26)

Increased Investment in Athletics (FY26)

17



Office of the Executive Vice President

Intercollegiate Athletics:

Athletic Allocation at Work

44¢

Athletic Scholarships

Direct Student-Athlete Support

Athletic Training, Strength & 

Conditioning, Academic Support and 

Development, Compliance & 

Governance

Administrative Support

Human Resources, Business Operations, 

Information Technology

Sports Operations

Team Travel, Recruiting, Equipment 
& Apparel, Meals & Nutrition

12¢ 7¢

26¢

11¢

Storytelling & Engagement

Marketing & Promotions, Event Operations, 

Broadcasts & Production, Communications

18Source: FY24 Financial Data per Banner and internal reports.

Note: Direct instruction includes all sport categories including labor, direct expenditure, championships, recruiting, intersession



Intercollegiate Athletics: 

Athletic Fee Comparison

VT, $421 

GMU, $730 

UVA, $742 

RBC, $749 

UMW, $936 

VCU, $1,132 

VSU, $1,414 

RU, $1,502 

NSU, $1,822 

ODU, $2,048 

W&M, $2,260 

JMU, $2,362 

CNU, $2,568 

UVA-Wise, $2,795 

LU, $2,834 

VMI, $3,950 

$0 $500 $1,000 $1,500 $2,000 $2,500 $3,000 $3,500 $4,000

*

Average Athletic Fee (All) = $1,767

Average Athletic Fee (Non-Football) = $1,314*

*

*

*

*
*

• Mason Athletics is 2nd lowest athletic fee among Commonwealth peers

Source: (1) 2023-2024 SCHEV Tuition and Fees Report.
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Intercollegiate Athletics: 

History of Athletic Fees

20
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(1) SCHEV Tuition and Fees Report.  



Intercollegiate Athletics: 

Competition and Practice Facilities

1985
EagleBank 

Arena

1986
Spuhler 

Field

1982
Athletics 

Field House

1999
George Mason 

Track
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Intercollegiate Athletics: 

Student Engagement 

✓ Spirit Program – the Patriot, Cheerleaders, 

Masonettes, and Green Machine

✓ Tickets and transportation to postseason 

competitions – A10 Conference Tournament, NCAA, 

NIT, etc.

✓ Over 200 graduate, student assistant, and team 

manager positions within Athletics

✓ Mason Maniaks – over 800 registered with 40+ 

student leaders 

✓ Signature engagement events (i.e., Mason Madness, 
Homecoming, Gold Rush, pre-game tailgates, etc.)

✓ Academic Collaborations (i.e., Student Run the Show)

22



Enhances Student 

Experiences*

Intercollegiate Athletics: 

Value Proposition to the University 

Advertising & 

Exposure

Community 

Engagement*

Economic & 

Financial Benefits

*GMU Strategic Priority

Community Building 

Belonging

Mental Health 

Recruitment, Retention

Brand Awareness 

National Visibility 

Enrollment Growth 

Degree Value

Fundraising 

Merchandise/Licensing 

Concessions

Facility Access/Rentals

Campus Events 

Alumni Events

Pride and Traditions 

Career Opportunities

23



Office of the Executive Vice President

Student & Board Budget Engagement

❑ December 5 - Finance & Land Committee: 

• Draft Tuition & Fee Scenarios

❑ February 13 - Finance & Land Committee: 

• Revised Tuition & Fee Scenarios

• Room & Board Rates Approved (Full Board Approved 2/27)

❑ Open Public Comment Portal

❑ March 20 - Student Government Hosted Town Hall

❑ April 1 - BOV Public Comment Session 

• Proposed Tuition & Fees

❑ April 10 - Finance & Land Use Committee:

• Proposed FY2026 Budget (Committee Approval)

❑ May 1 - BOV Meeting:

• Proposed FY2026 Budget (Full Board Approval)

✓ 

24

✓ 

✓ 
✓ 



Office of the Executive Vice President 25

Mason Financial Support Resources

Financial Aid – financialaid.gmu.edu

Financial Well-Being Counseling – ssac.gmu.edu

Mason Student Services Center – mssc.gmu.edu

Student Success Coach – coaching.gmu.edu

StayMason Student Emergency Fund – ssac.gmu.edu

Scholarships: Need-based, Merit & College specific – financialaid.gmu.edu

On-Campus Employment – careers.gmu.edu

Patriot Pantry – ssac.gmu.edu

Emergency Housing – ssac.gmu.edu



Thank You!



Office of the Executive Vice President

While George Mason has seen significant 

increases in appropriations since since 

FY20, we continue to lag behind peer per-

student support

George Mason vs peer median:

• FY14: $1,348 below

• FY24: $3,983 below

• FY24: $4,489 below

George Mason maintains lean operations 

with significantly fewer employees per 

student than our peers

Increased funding would be used for 

critical market compensation adjustments 

and infrastructure investments

(1) FY25 in-state undergraduate student FTE is based on FY24 (Fall 2023) enrollment. 27

FY25 State            $80M              $308M               $207M              $214M               $280M            $265M

FY25 Student1      4,431              18,195               12,332              14,150               20,951            21,523

Per Student      $18,036            $16,929             $16,817            $15,093             $13,374          $12,328
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'14 '19 '24 '14 '19 '24 '14 '19 '24 '14 '19 '24 '14 '19 '24 '14 '19 '24

State Support (excl. aid) / VA UG Student FTE (1)

Fiscal Year 

UVAW&M VCU ODU VT GMU

= FY25 Appropriation / FTE

= $3,031

= $2,521= $2,949
= $2,309

= $2,057

$2,331 =

Appropriations Lag Peers Despite Recent Growth
Historical E&G General Fund (excluding aid)  
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AGB/George Mason University  

Board of Visitors Continuing Education Workshop  
1 April 2025 

 
 

• Review of Board Roles and Responsibilities 
 

• Identifying Risks and Reducing Exposures 
 

o Enterprise Risk 
o Risks Emerging on the Higher Education Landscape 
o Proactive Board Leadership 

 
• Supporting Leadership in Times of Transition 

o Board Leadership 
o Administrative Leadership 
o Building the Partnership 

 



Significant risks facing higher
education: Getting to the roots of
risk
From campus protests to cyberthreats, higher education leaders should employ a robust enterprise
risk management system to safeguard the institution from a broad range of risks

ARTICLE 29-MIN

READ

18 DECEMBER

2024

Deloitte Center for Government

Insights

American higher education institutions are increasingly vulnerable to a variety of risks that require robust protective measures. Some of the key

challenges currently faced by these institutions include the potential reclassification of student-athletes as employees, declining enrollment

numbers, escalating student mental health concerns, high faculty and staff turnover, more frequent and severe natural disasters, heightened student

activism, cybersecurity threats, and more. All these factors collectively strain resources and jeopardize institutional stability.

Once limited to the commercial and government sectors, US colleges and universities are increasingly adopting enterprise risk management (ERM).

ERM instills a broad approach to risks, replacing siloed practices with integrated ones. As a result, senior leaders, risk management professionals,

and boards of trustees gain a panoramic view of risks and their interrelatedness, and they can develop more integrated and effective approaches to

identifying, mitigating, and managing risk.

This report focuses on the significant risks—and drivers of those risks—facing American colleges and universities over the next one to three years.

It is not intended to be an exhaustive list of every possible risk and risk driver. Rather, the risks covered here are those that most institutions

should at least consider or address more vigorously.

Background
This report discusses our perspective on the most significant risks and risk drivers that we believe stakeholders in institutions of higher education

should consider. Our perspective is informed by a variety of stakeholders whose viewpoints range from operational to strategic, as it is critical to

gather insights across the entire spectrum (figure 1).

 •   •   • 

Government & Public Services

https://www2.deloitte.com/us/en/insights/research-centers/center-for-government-insights.html
https://www2.deloitte.com/us/en/insights/research-centers/center-for-government-insights.html
https://www2.deloitte.com/us/en/insights/research-centers/center-for-government-insights.html


Before we dive into the discussion around the significant risks and risk drivers, it is critical that you, the reader, understand how we have defined

them. As we will discuss, clarity on definitions is not only important for reading this report but is also a critical foundational element of effective

risk management.

Risks and risk drivers
“Risk” is a term that is often defined inconsistently. Given this, we utilize the following definitions for “risk” and “risk driver” to frame our

perspective.

• Risk is defined as a state of uncertainty where the answer to “Did the risk occur?” can be a binary yes or no, with some possibilities being

undesirable outcomes.

• Risk drivers can either be:

• Continuous factors, often referred to as “trends,” that influence the likelihood or impact of a risk

• A risk that could influence another risk’s likelihood or impact

We recognize that definitions of risks and risk drivers are not distinct, which may make this complex and challenging to comprehend from the

outset. While all risks can be risk drivers, not all risk drivers are actual risks (figure 2).

Risks can have both risk drivers and secondary risks. A primary risk can have direct risk drivers—risk driver 1 and risk driver 2 (figure 3).

Additionally, it can have a secondary risk, which itself has direct risk drivers—risk driver 3 and risk driver 4.



We present these definitions not only to contextualize our perspective but also because we contend that consistency in defining risk is critical for an

ERM program, as it is a core enabler for leadership to effectively prioritize resources for response efforts. More specifically, when an ERM

program defines risk and the level of granularity consistently, an analysis of risk can be performed to identify the risk drivers influencing an

institution’s total risk exposure, thus leading to optimized allocation of resources to response efforts.

The following discussion regarding significant risks and risk drivers utilizes the definitions outlined above, which is important to note because

some risks and drivers may be framed or classified differently than is commonplace today.

Part 1. Significant risks facing higher education institutions
As mentioned earlier, this is not a compendium of all risks posed to institutions. It is a group of significant risks that are likely over the next one to

three years, many of which are traceable to or exacerbated by the risk drivers discussed in Part 2.

Risk of cyber breaches

Digitalization of transactions, processes, records, and even relationships has caused institutions (and most other organizations) to rely heavily on

information technology systems. This reliance has generated benefits such as improved efficiency, better communication, and enhanced data

management. However, it has also introduced significant risks to data privacy and security.

The problem is serious and getting worse. From March 2022 to March 2023, the average cost of a cybersecurity breach reached US$3.7 million.

Ransomware attacks—in which cybercriminals encrypt an institution’s data and demand a ransom for the decryption key—have targeted

organizations across sectors and have surged.  According to the “2024 state of ransomware in education” report by Malwarebytes, ransomware

attacks against higher education institutions rose from 68 in 2022 to 116 in 2023, a 70% increase.

Unsurprisingly, cybersecurity is ranked first on the annual EDUCAUSE Top 10 list of issues facing colleges and universities.  In response,

institutions are focusing on more robust identity and access management, considering zero trust security frameworks, and turning to virtual chief

information security officers, among other tactics.

Common cyber risk drivers:

Inadequate security practices: Weak or outdated password policies, lack of multi-factor authentication, poor security configurations, and other

issues leave systems vulnerable to hackers.

Bifurcation of academic versus administrative IT practices: Research and academic IT practices differ from administrative IT practices. These

policies and practices can sometimes be bifurcated across academic and administrative factions, resulting in vulnerabilities.

Unintentional errors and lack of training: Insufficient awareness may lead to an employee accidentally sending confidential information to the

wrong recipient or revealing sensitive or confidential information on social media. Faculty and staff need training on everything from passwords to

1

2

3

4



multi-factor authentication and beyond.

Insider threats: Disgruntled, terminated, or opportunistic employees can harm the institution or exploit access to the school’s data or funds for

personal gain.

Vulnerable systems: Several factors are increasing the vulnerability of systems, including a large number of legacy, on-premise IT systems

combined with the lack of vulnerability management systems and the prevalence of “bring your own devices,” all contributing to increasing

vulnerabilities on campus.

Third-party risks: Partners, vendors, or others can take advantage of access or vulnerabilities due to insufficient due diligence and vetting of their

employees or failure to exercise the institution’s right to audit.

Scams: Phishing and social engineering can trick people into revealing personal information about themselves, senior leaders, or trustees or into

sharing intellectual property or sensitive organizational information.

Common strategies to help mitigate cyber risk

Mandating user-level tools: Establish policies and procedures regarding strong passwords and multi-factor authentication.

Educating employees: Regularly train employees on leading cybersecurity practices and how to recognize phishing attempts, scams,

impersonations, and other tactics aimed at obtaining access to systems.

Encrypting sensitive data: Encrypt data at rest and in transit to protect it from unauthorized access. Use encrypted communications for the most

sensitive and valuable data.

Updating software: Keep software up to date with the latest security patches and use accurate software inventories to keep abreast of updates and

phaseouts.

Developing disaster recovery, incident response, and data-backup plans: Create and regularly update disaster recovery, incident response, and data

backup plans to address and mitigate breaches and reduce the number of false notifications.

Faculty and staff attrition

Faculty and staff attrition, whether voluntary or involuntary, exposes institutions to loss of expertise and institutional knowledge, which can

create knowledge gaps and undermine quality and efficiency. High attrition increases recruitment and training costs and diverts resources from

other priorities. It can result in discontinuity of education and mentorship, impacting student satisfaction and learning outcomes. High turnover

tends to diminish morale and engagement among remaining faculty and staff, who may feel overburdened and insecure in their jobs. Persistent

attrition can damage the institution’s reputation and make it less attractive to prospective faculty, staff, and students.  It can also be a symptom of

other, perhaps deeper, problems.

The percentage of full-time, exempt staff members who left their jobs nearly doubled over two years—from 7.9% during the academic year of

2020 to 2021 to 14.3% during the academic year of 2022 to 2023.  A survey of 4,782 employees conducted in September 2023 by the College

and University Professional Association for Human Resources found that key reasons for employees leaving included better pay and benefits

(45%), lack of career advancement opportunities (30%), and dissatisfaction with institutional leadership (25%).  Job satisfaction was the

strongest predictor of retention, with higher satisfaction associated with a lower likelihood of employees seeking other employment.

Risk of attrition drivers

Inadequate remote work opportunities: Lack of remote work options can lead to turnover as faculty and staff seek more flexibility and enhanced

work/life balance.

Lack of career advancement opportunities: Lack of promotion and other career advancement and enhancement opportunities generate

dissatisfaction and prompt employees to leave for positions with clearer pathways to professional growth.

Uncompetitive pay and benefits: Inadequate compensation and benefits have been frequently cited as primary reasons for faculty and staff leaving

their positions.

Strategies to help mitigate the risk of attrition

Promoting work/life balance: Implement flexible work arrangements, including remote work options and flexible scheduling, and provide support,

such as child care, for working parents.

Enhancing compensation and benefits: Explore enhanced salary and benefits to confirm that they remain competitive by benchmarking against

peers as well as adjacent industries. Offer comprehensive benefits packages that meet the diverse needs of employees.
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Fostering professional development: Provide clear pathways for career advancement and professional growth while investing in programs to

enhance knowledge and skills.

Improving workplace culture: Create a more inclusive and supportive workplace culture where employees feel valued and recognized.

Student activism risks

Student activism primarily refers to assemblies by students, faculty, or other stakeholders to advocate for social, political, or environmental

change. Assemblies include protests, sit-ins, and other gatherings aimed at influencing university policies, raising awareness of specific issues, or

advocating for broader societal changes. Activists can also demand the resignation of leaders or faculty members, “canceling” speakers, or

divestiture of endowment funds in a certain company or country. Handled poorly, activism can lead to disruption of student life and campus

operations, safety and security hazards, legal and compliance issues, and reputational risk.

The spring of 2024 saw an increase in student activism across the country.  The news media headlines were riddled with examples of students

setting up tent encampments to protest and counterprotest foreign conflict. Election cycles also heighten political awareness among students and

faculty, generating further advocacy around issues such as voter rights, policy changes, and candidate support.

Colleges and universities anticipate more demonstrations during the 2024 to 2025 academic year; in response, administrators are revising rules on

free speech and demonstrations. Many of the revised rules include time, place, and manner restrictions on assemblies. For example, the University

of South Florida requires approval for tents, canopies, banners, signs, and amplifiers and bans activity after 5 p.m. and during the last two weeks

of a semester.  Many others have set similar policies.

Student activism risk drivers

Lack of communication: Failure to affirm the institution’s commitment to education and order on the one hand and to free expression on the other

can create a void that enables activists to control the conversation.

Lack of enforcement of clear policies: While many colleges and universities have announced policies and rules around student activism, some may

not have made them clear. University leaders have the right and responsibility to prohibit aggressive, destructive, or unlawful behavior that

disrupts learning or threatens safety. To that end, policies should specify potential consequences for such conduct.

Mission and campus culture: Colleges and universities serve to foster learning through the exploration of ideas with a diversity of thought and

active debate. In this setting, colleges and universities may struggle with managing the fine line between appropriate and instructive self-

expression, with potentially harmful and nonproductive behaviors. 

Strategies to help mitigate the risks posed by student activism

Navigate free speech issues carefully: Public colleges and universities are legally required to uphold First Amendment freedoms (including the right

to speech and assembly) on their campuses. Private universities are not, although many have promised students to support free speech. Policies

that enable leaders, students, and other stakeholders to navigate this landscape can help to mitigate the risks.

Guard institutional reputation: Leaders need to balance the interests of multiple stakeholders while guarding the institution’s reputation when

addressing risk events arising from activism. Prospective and current students value their freedom of expression, while parents, alumni, donors,

and the public may more highly value campus order and safety. Tracking stakeholder sentiment by listening to stakeholders and monitoring social

media will enable leaders to gauge the effect of various policies and contemplated responses.

Manage potential backlash: Failure to manage backlash contributed to administrators at top schools having to resign in the aftermath of campus

demonstrations. In addition to adroit management of student activism, leaders should establish and maintain ongoing, trust-building

communication with all stakeholders. Student activists generally constitute a relatively small percentage of the student population and an even

smaller percentage of all stakeholders. So, cultivating the support of those larger percentages—including student government—can cushion the

institution and its leaders and reputation from backlash.

Natural disaster risks

Natural disaster risks encompass the effects of events like floods, earthquakes, hurricanes, tornadoes, wildfires, and other major disasters. Climate

change may heighten these risks by causing more frequent and severe weather events that threaten campus infrastructure and the safety of

students, faculty, and staff. These risks can affect the operations, infrastructure, and financial stability of institutions. Potential impacts involve

damage to campus buildings, requiring costly repair and recovery efforts, and disruptions to academic schedules.

Statistics indicate that natural disasters are becoming more frequent and serious in magnitude.  For example, severe storms have resulted in the

largest number of billion-dollar climate disasters in the last decade, with 99 total events.  Weather patterns, including El Niño, La Niña, North

Atlantic Oscillation, and Pacific Decadal Oscillation,  can increase natural disaster risks on campuses by intensifying weather events such as
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rainfall, flooding, and storms. The development of expensive infrastructure in or near vulnerable areas also increases the risk of loss from natural

disasters.

Natural disaster risk drivers

Failure to gauge potential impacts: An institution’s location impacts the likelihood and significance of this risk. Many colleges and universities in

the United States are close to the coast, rendering them vulnerable to tropical storms, rising sea levels, and flooding.  Institutions in California

and the Midwest may see an increase in the number and duration of wildfires.

Unprepared campus and local infrastructure: Inadequate or poorly maintained campus-level or state or local infrastructure can amplify risks

associated with natural disasters by compromising emergency response capabilities, thus increasing vulnerability to hazards and hindering effective

communication and evacuation efforts.

Deferred maintenance: As colleges and universities fall behind on deferred maintenance of their campus infrastructure, the rising frequency and

severity of natural disasters could lead to less resilient infrastructure and increased financial loss.

Strategies to help mitigate natural disaster risks

Review resources and standards: Resources such as Ready.gov for Campus, US Department of Education’s natural disaster resources, and the

Federal Emergency Management Agency’s Higher Education Program can enable risk-related and operational functions to prepare the institution

and stakeholders for extreme weather events. At the more local level, institutions need to review available resources, the roles of first responders,

evacuation plans, and lessons learned from responses to past natural disasters.

Evaluate the financial impact: The case for comprehensive preparedness can be clarified by evaluating the potential financial impact on the

institution. While disaster preparedness can be costly, natural disasters have inflicted billions of dollars in damages on facilities. Impacts include

the cost of repairs and rebuilding, lost tuition revenue, and increased operational costs due to prolonged closures and recovery efforts. Higher

education institutions should use scenario analysis and tabletop exercises to understand potential impacts and craft optimal responses.

Inform stakeholders: A detailed communication plan is crucial in any crisis. It should define roles and responsibilities, establish primary and

backup communication channels, consider all stakeholders including students, faculty, and staff, and cover communications before, during, and

after a natural disaster.

Lend a hand: As an important part of the community, the college or university can build goodwill and trust by, at minimum, having plans that

will reduce or not add to burdens placed on local response resources. If possible—and only within proper legal, safety, and commonsense

boundaries—staff, faculty, and leadership should assist the community in appropriate ways, such as offering transportation or temporary housing

to disaster victims.

Classification of student‑athletes as employees

On July 12, 2024, the Third Circuit Court in Johnson v. National Collegiate Athletic Association (NCAA) ruled that student-athletes are not

barred from being considered employees under the Fair Labor Standards Act. As a result, colleges and universities may be required to classify

student-athletes as employees. Significant legal, financial, and operational implications may emerge for institutions, athletic programs, and student-

athletes. This classification creates the need to develop an onboarding infrastructure to reduce the administrative burden on campus human

resources departments and to address the legal, compliance, financial, and tax implications for the institution.

The House v. NCAA class action lawsuit challenges the NCAA’s restrictions on student-athlete compensation. The outcome of ongoing settlement

negotiations will likely impact student-athletes’ employment status.  The settlement estimates a US$135,000 annual salary for football and men’s

basketball student-athletes.  Moreover, increased unionization efforts among some segments of student-athletes, primarily in football and men’s

and women’s basketball, could occur.

Student-athlete reclassification risk drivers

Scope and legal rules regarding an athletic program: Specific risks to the institution will depend upon the status and finances of their athletic

programs and the applicability of legal developments and emerging rules driven by case law, settlements, and legislative changes, including:

• NCAA rule changes allowing student-athletes to profit from their name, image, and likeness

• National Labor Relations Board’s stance on classifying student-athletes as employees under the National Labor Relations Act

• Court rulings challenging the traditional amateurism model (NCAA v. Alston and NCAA v. House)

• Legislative proposals introduced to redefine the relationship between student-athletes and their institution and to reclassify them as

employees
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Stakeholder and public sentiment: Increased media focus on the financial issues surrounding student-athletes has amplified support for their

reclassification as employees and moved public sentiment toward institutions treating student-athletes more equitably. That generally means

recognizing the academic and athletic demands placed on student-athletes and financially rewarding their contribution to their schools.

Strategies to mitigate student-athlete reclassification risks

Clarifying the impacts: Engage legal experts, such as the institution’s Office of General Counsel and outside counsel, to clarify the applicability and

implications of employment law and labor relations to position the institution to respond fairly and judiciously.

Reviewing policies: Thoroughly review existing human resources policies and processes to identify gaps where updates are needed for student-

athletes classified as employees.

Collaborating internally: Partner with the athletics administration, HR leadership, and the Office of General Counsel to understand potential

impacts and develop a strategic response, with a focus on financial matters and institutional mission.

Evolving related programs: Develop practical and ethical supportive programs such as recruiting, onboarding, and policy training for coaches,

training staff, athletics administrators, and student-athletes.

As previously noted, we are not attempting to present a comprehensive review of all risks, as they are too many, varied, and unique to each

institution to be fully covered here. Rather, we are presenting considerations to approach risks and risk management by identifying each risk to the

institution along with the context in which it is occurring, institutional-level drivers, and potential steps to take in response.

Part 2 takes a similar approach to risk drivers. These factors pervade the environment, potentially driving risks that impact every college and

university. It can be helpful to consider risks to the institution as those that are unique to that institution, while risk drivers span the entire sector.

Part 2. Significant risk drivers to higher education institutions
Thinking and working at the level of risk drivers enables college and university leaders and risk managers to effectively address risks. It helps them

to identify the factors contributing to an increase or decrease in risk, such as increased politicization of higher education leading to a change in

regulatory priorities.

Understanding risk drivers also enables risk managers to develop a panoramic view of the risk landscape. This allows them to clearly see the

interrelatedness of risks and strategically allocate resources to manage them. All of this supports ERM, resulting in improved efficiency and

effective risk management.

Managing risks at institutions has become far more critical and complex than in the past. The nature and number of risk drivers reflect the

increased complexity of the ecosystem, characterized by heightened economic pressures, diminished trust in institutions, rapid climate change,

proliferating technology, evolving regulatory and compliance demands, and a more diverse applicant pool and student body.

Evolution in Department of Education regulation

In June 2024, the US Supreme Court overturned “Chevron deference,” named for the landmark Chevron USA Inc. v. Natural Resources Defense

Council (1984) case. The 2024 decision may reduce the interpretative deference of the courts to federal agencies by obligating courts to determine

whether an agency’s actions are consistent with the words of the statute and the intent of Congress.  By the same token, the “Chevron doctrine”

in effect directed courts to reject agencies’ interpretation of statutes unless there’s clear authorization from Congress to accept them.  While the

impact on higher education remains to be seen, the decision may limit federal agencies, including the US Department of Education (ED), authority

to issue and enforce broad regulations.

In addition, in June 2023, the Supreme Court ruled against using race in college admissions decisions, leading many colleges and universities to

reevaluate their affirmative action, legacy admissions, and athletic recruiting policies and practices.  Also, the ED published three updates on its

expectations under its extensive October 2023 Financial Value Transparency and Gainful Employment regulations. These regulations, slated to

take effect on July 1, 2024, apply to institutions participating in Title IV Federal Student Aid programs.  Collectively, these two regulations strive

to require colleges and universities to provide student and financial information to ED to evaluate the effectiveness of their programs. Given that

most colleges and universities participate in the Title IV program, adherence to these regulations will be compulsory for institutions going forward.

Taken together, these rulings from the Supreme Court will alter how ED regulates higher education, which may place long-standing practices in

higher education at odds with new or revised regulations. This will require colleges and universities to quickly pivot their processes and

operations. Though the full impact of these rulings on higher education is still unclear, they will influence how the Department of Education

regulates the sector. Colleges and universities will need to maintain a flexible relationship with the department to adapt to probable changes in the

future.

Risks linked to evolving ED regulation
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New legislation: Given the potential change in the enforceability of ED guidance, legislators may look to codify standards in legislation. Federal

legislation could differ from the current guidance issued by ED.

Loss of Title IV funding: Reduced clarity in ED requirements for receiving Title IV funds may lead to legal action, potentially affecting other areas

as well.

Strategies to navigate the evolution of ED oversight

Legal guidance: Evaluate more often the necessity and timing of the institution’s need to obtain guidance from attorneys and legal experts in its

decision-making and policymaking processes.

Legal monitoring team: Establish a dedicated team or individual to monitor and respond to legal and regulatory developments.

Strengthen compliance programs: Implement robust compliance programs to enhance adherence to regulatory requirements.

Regular compliance training: Conduct periodic training sessions for faculty and staff on regulatory changes and compliance obligations.

Proactive communication strategy: Develop a proactive communication strategy to manage public perception and maintain stakeholder trust in the

institution’s leaders and decision-making, while seeking ways to reach underrepresented applicant populations.

Data-reporting processes: Confirm processes are in place to collect data and report to ED in a timely manner to comply with Financial Value

Transparency regulations.

Decline in US population growth

The United States has seen a reduction in the growth rate of the demographic inclined to pursue higher education. This can strongly impact

enrollment rates, financial resources, and strategic planning. Economic instability and job insecurity, which render people less confident about

their financial futures and tend to lower birth rates, are fueling this.  There are also changes in social norms, with more people delaying marriage

and childbirth to focus on careers and personal goals. The high cost of living, child care, and education itself further discourages parenthood.

The anticipated “enrollment cliff” in 2025 largely relates to a steady decline in the national birth rate over the past 17 years, with births falling by

23% from 2007 to 2022.

Population in large and moderate-sized US counties grew, while that of small counties declined over the last few years.  Specifically, from 2022 to

2023, the population in counties with over 100,000 people averaged a growth of 0.76%. In fact, the population in counties with fewer than

10,000 people decreased by 0.27% on average, compared with a 0.35% decrease the previous year.

Risks commonly linked to population decline

Enrollment decline: With fewer students enrolling, colleges and universities face decreased tuition income, affecting their financial stability and

necessitating budget cuts. This can impact faculty, staff, and resources available for students and potentially lead to merger and acquisition

activity.

Recruitment challenges: As college enrollment declines, the pool of students available for employers to recruit also decreases. Consequently,

companies may need to adjust their recruitment strategies and invest more in training and development to bridge the skills gap. Moreover,

institutions may have to work harder to protect their educational missions and reputations.

Reduced role in the local economy: Institutions play a crucial role in their local and regional economies. Declining enrollment can lead to reduced

economic activity—and employment—in the college or university and the surrounding community, affecting local businesses and services.

Strategies to help navigate the decline in population

International recruitment: Develop strategies to attract international students and build global partnerships.

Study-abroad initiatives: Create and promote study-abroad programs and international exchanges.

Industry collaboration: Collaborate with local industries and major employers to gauge what expertise and skills they are seeking and how the

college or university might help them address their training and development needs.

Adult education: Engage nontraditional audiences by creating flexible pathways for adult learners to complete their education and adapting

academic offerings to support populations beyond the 18- to 24-year-old demographic.

Overdependence on tuition for revenue
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Tuition dependence is defined as the ratio of net tuition revenue to total revenue. High tuition dependency—defined as 60% or greater reliance on

tuition and student fees for core revenues—puts an institution’s finances at risk, given even small downturns in enrollment and retention.  The

impact of the COVID-19 pandemic may have exacerbated this issue, yet pandemic-related aid may have masked longer-term financial issues, with

closures of private colleges becoming commonplace as a result.

Data from the 2022 Integrated Postsecondary Education Data System reveals that about 25% of institutions are tuition-dependent.  Tuition

dependency is rising among public and private institutions, with a higher percentage of core revenues being derived from student tuition and fees.

Moreover, non-tuition sources of revenue are also under pressure. Giving to colleges and universities is declining, with the most recently available

data showing inflation-adjusted giving down 5% in 2023.  Even amid reduced federal stimulus funding, state support for higher education was

up 10% in fiscal 2024,  but that is expected to decline in the future.

Risks commonly linked to tuition dependency

Budget shortfalls: During even small downturns in student enrollment and retainment, budget shortfalls are typically the first sign of

overdependence on tuition and fees. Unless that overdependence is addressed, it can lead to deficits that must be funded.

Insolvency: An increase in the time needed to pay operating expenses—or a default on debt—generally indicates even more pressing financial

problems.

Layoffs and program closures: Unless they are well-rationalized, layoffs of faculty or staff, as well as partial or complete closing of programs (or a

school within a university), indicate financial problems that can lead to bankruptcy or the closing of the whole institution.

Strategies to help navigate tuition dependency

Boost fundraising efforts: Step up fundraising activities, particularly planned giving among active alumni and major or repeat donors.

Grant acquisition: Apply for research and other grants and actively recruit faculty and researchers with a proven record of successful grant

applications and grant-funded research.

Tuition reset: Consider a properly implemented tuition reset, which means reducing the “sticker price” for tuition. Several regional institutions

have used resets with good results, particularly when they emphasize their brand and value rather than the reduced tuition.

Expense reduction: Reduce operating expenses, particularly by automating all that can be automated, consolidating or eliminating redundant

processes and activities, or making the difficult decision to discontinue academically valuable but unprofitable programs or activities.

Asset utilization: Maximize revenues from the institution’s existing asset base, for example, by renting out facilities when possible.

Declining student mental health

Concerns over student mental health have intensified since the pandemic, with increasing numbers of students experiencing stress, anxiety,

depression, eating disorders, and similar challenges. Often exacerbated by academic pressures and financial strain, mental health issues can impair

academic performance and engagement in campus life.  In severe cases, students could harm themselves or others.

More than 60% of college students meet the criteria for at least one mental health problem, which is a nearly 50% increase since 2013.  A recent

survey of more than 3,600 students found that 70% of respondents have struggled with mental health since starting college.  Only half that

number (37%) sought mental health resources at their colleges. The reasons? Negative past experiences or concerns about the effectiveness of care,

social stigma, cost, and uncertainty about how to access those resources.

The “Student mental health landscape” report by Wiley, which surveyed more than 2,500 students, found that more than 80% are facing some

level of emotional difficulty, with more than 25% citing significant struggles.  Challenges included balancing school with work or family (59%),

paying for tuition (50%) and living expenses (49%), and uncertainty about how to prepare for a career (41%).

Risks commonly linked to student mental health

Student transfer and dropout: Declining mental health can result in students dropping out or transferring to another school, which can impact an

institution’s enrollment, ranking, and reputation.

Declining student success: Declining mental health can negatively impact grades and graduation rates, which could diminish the institution’s

rankings and reputation and generate additional financial strain and emotional suffering for students.

Student safety and security: Declining mental health can potentially increase instances of safety events, including violence toward oneself or others.

Strategies to navigate declining student mental health
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Counseling services expansion: Expand the availability of on-campus and telehealth counseling services, for example, by partnering with local

providers to address rising demand when needed.

Peer-mentoring initiatives: Develop peer-mentoring and support programs and formally work to increase students’ engagement with one another,

with faculty, and with the institution.

Mental health awareness: Deploy mental health literacy and awareness campaigns to reduce any stigma associated with anxiety, depression, and

other conditions.

Faculty-training programs: Train faculty and staff to recognize mental health warning signs and symptoms and the next steps to take. (Nearly half

of students in the Wiley survey noted that extra support from their instructors had a positive impact on their mental and emotional health.)

Early-detection systems: Use early detection systems, including mental health screening tools and predictive analytics. These tools can detect

potential mental health challenges based on academic performance, visits to the infirmary, and other indicators.

Wellness programs: Promote wellness programs and support in areas such as nutrition, exercise, relationship management, and stress reduction.

Evolving demand for program offerings

Demand for program offerings changes due to shifts in student interest and sentiment toward certain degrees, certificates, majors, minors, and

specializations influenced by marketplace needs for skills and expertise. Institutions need to understand and prioritize students’ preferences to

retain high enrollment, student satisfaction, and national or regional reputation and rank.

Science, technology, engineering, and mathematics, as well as business and occupational courses, are now widely sought after due to their higher

labor market returns despite potentially higher short-term psychic costs (a type of social cost that reflects the stress or reduction in quality of life)

for students. Education, social sciences, and humanities have experienced the largest losses in bachelor’s degrees, while business and health

professions have increased the most.

Institutions are modifying programs and majors to attract prospective students and to meet local, regional, and national employment needs.

Schools are also adopting course-sharing models to expand their academic offerings and create new programs to better meet student needs while

saving money.  Some institutions have achieved higher rates of enrollment and retention by offering microcredentials—short-term, skills-focused

training that enables students to demonstrate competency in a focused area.

To remain relevant, most colleges and universities must evolve and adjust program offerings to fit current market needs.  That applies to course

delivery as well. Demand for online course offerings has increased immensely as students have prioritized flexibility to help manage their family or

work responsibilities.

Risks commonly linked to evolving demand for program offerings

Reduction in public financial support: Institutions may face potential challenges in securing funding if they do not adapt their program offerings to

align with evolving student interests and market needs.

Postgraduate employment: Students may encounter limited career opportunities if their academic programs do not adjust to provide the skills and

knowledge required by the labor market.

Program closure: If colleges and universities misalign their courses with student preferences, they may experience under-enrollment and suboptimal

use of resources, such as faculty time and classroom space.

Student transfer and dropout: Institutions may see a decrease in positive student sentiment and educational experiences if they fail to keep pace

with changes in demand.

Strategies to help navigate the evolving demand for program offerings

Labor market analysis: Monitor and analyze labor market data to identify emerging fields and skills in current, near-term, and future demand.

Pipeline preparation: Prepare a pipeline of offerings and identify resources needed to support new programs and courses geared to emerging

academic interests and career paths.

Interdisciplinary programs: Promote and develop interdisciplinary programs that combine multiple fields of study to foster innovation and well-

rounded education.

Faculty development: Offer continuous professional development opportunities to enable faculty to stay current in their fields and deliver relevant

course material.
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Collaborative partnerships: Establish partnerships with other educational institutions, industry, and community organizations to expand program

offerings and provide students with additional learning opportunities.

Lack of institutional agility in decision-making

Institutional agility refers to an institution’s ability to adapt and respond to internal and external change. Colleges and universities benefit from

agility in various dimensions, including curriculum adaptability, operational flexibility, technology adoption and integration, financial resilience,

strategic responsiveness, and stakeholder engagement. Institutions that exhibit low levels of agility find it hard to navigate challenges and seize

opportunities, thus increasing their exposure to negative developments.

Inside Higher Ed’s “2024 Survey of College and University Presidents” found that the primary challenge for presidents today (25% of

respondents) relates to financial constraints on their university.  While a limited budget can work against agility, updating management methods

and decision-making processes costs relatively little out of pocket. In addition, lack of agility itself increases financial vulnerability.

For example, agility can be undermined by high staff turnover, which in turn can be minimized through better management, working conditions,

and career pathing (as well as improved pay and benefits). Employee engagement provider Culture Amp suggests that, across sectors, 18% of

North American employees are looking to move into new roles in 2024,  so monitoring employee sentiment may be valuable.

Artificial intelligence promises to impact higher education. Inside Higher Ed’s survey also found that 50% of presidents are optimistic about AI’s

impact on higher education, but only 18% say their institution has adopted or published policies governing the use of AI.

Risks commonly linked to a lack of agility

Vote of no confidence: Institutional leaders are more likely to experience a vote of no confidence if their organizations fail to keep abreast of the

times due to bureaucracy, lack of vision, or failure to execute change management effectively.

Faculty and staff attrition: Similarly, faculty and staff are more likely to leave an environment in which getting things done becomes unnecessarily

challenging.

Board executive action: If the institution falls behind its peers and its brand suffers due to sclerotic management, the board becomes more likely to

take executive action that supersedes the institution’s administration.

Reduction in alumni and donor financial support: Alumni and donors become more likely to reduce financial support when they see that rigid and

unresponsive leaders have failed to navigate change amid disruption.

Strategies to help navigate the lack of agility

Agile budgeting model: Institutions need to use a flexible budget model that enables shifts during the budget cycle and builds agility in planning

and budgeting.

Change management skills: Leaders often need to improve their change management skills, particularly in today’s environment of rapid evolution

and diminished trust in institutions.

Frequent leadership assessments: Increasing the frequency of leaders’ external, internal, and self-assessments to identify areas requiring

improvement, mitigate biases in decision-making, and determine necessary adjustments.

Higher education disruptors: Institutions need to identify the forces most likely to disrupt the higher education environment—such as AI,

demographic change, and diminishing views of its value—and respond accordingly.

Mission-driven communication: Leaders should communicate with stakeholders about their commitment to the institutional mission while

recognizing the need to adjust strategy to fulfill that mission in today’s environment.

Deferred maintenance

Deferred maintenance is defined as the backlog of activities to perform if facilities and equipment (including IT systems) are to reach or extend

their anticipated useful life and market value. This causal factor is often overlooked due to its perceived mundanity and misguided attempts to

save money. Moody’s states that as of 2024, higher education institutions face a total of US$950 billion in deferred maintenance costs for facilities

over the next 10 years.  In 2020, the backlog of deferred maintenance was estimated at up to US$100 per square foot.

Decisions made decades ago about facilities are producing a sharp uptick in the need for reinvestment. Life-cycle investments to address the needs

of facilities built in the 1970 and 2005 waves of construction will place high pressure on institutions. Those two construction surges are generating

equipment and system life cycles that will overlap in about 10 years.
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Due to their low visibility and slow-motion impact, it is relatively easy to give maintenance of existing facilities lower financial priority than

building new facilities. However, maintenance cannot be deferred over the long term without incurring serious risks. Moreover, space is growing,

but space utilization is declining.  Institutions are building new facilities and expanding their footprint rather than reinvesting in current facilities,

which can be a recipe for trouble.

Risks commonly linked to deferred maintenance

Injury or health risks: Exposure to toxic, dangerous, or fatigued materials, poor ventilation, lack of sufficient heating or cooling, off-gassing of

volatile organic chemicals, or equipment malfunction can jeopardize the safety of students, faculty, and staff.

Disruption of classes or operations: The preceding conditions can lead to disruptions in classrooms, labs, or housing or the closure of facilities.

Cyber breach: Frequent software patching, neglecting to update it, or failing to maintain a proper software asset management program can

increase the risk of cyber breaches.

Financial losses: Deferred maintenance may lead to higher insurance premiums or legal actions due to accidents, incidents, or inspections involving

facilities and equipment. Moreover, poorly maintained facilities and equipment may lead to higher operating expenses due to reduced productivity

and energy efficiency.

Strategies to navigate the risks of deferred maintenance

Asset inventory evaluation: Inventory all physical assets of the institution (including IT systems and software) and evaluate and prioritize the assets

worth investing in based on their age, condition, value, expected lifespan, cost to maintain, and strategic value to the institution.

Maintenance and succession planning: Create a maintenance plan and a succession plan for facilities and equipment based on the foregoing

considerations and on a cost-benefit analysis.

Footprint reduction strategy: Consider reducing the institution’s physical footprint, potentially by selling or leasing assets to other organizations, a

step that may yield financial benefits.

Tech-enhanced maintenance: Adopt technologies to improve the efficiency of maintenance and repairs, such as diagnostic devices and embedded

monitoring and notification tools that flag when maintenance or replacement is or will be needed.

Politicization of higher education

The politicization of higher education refers to the increasing influence of political ideologies, agendas, and conflicts on academic institutions.

Politicization can impact an institution’s governance, curriculum, research, and learning environment, as well as student life, enrollment, and

retention. The allocation of research grants and funding can be influenced by political considerations, which may skew the focus of academic

research.

Politicization can affect institutions in many ways. Special-purpose funding through student financial aid is a crucial source of revenue, but it can

extend the federal government’s influence over colleges and universities beyond research. It entails compliance with a variety of federal reporting

requirements on issues such as teacher preparation and gender equity in athletics.  Similarly, political pressures can lead to changes in the

curriculum, where certain subjects may be emphasized or de-emphasized based on ideological leanings.

As seen in campus protest policies, allowing for free speech while maintaining an inclusive environment can become difficult and characterized by

debates over what constitutes hate speech versus protected speech.  In addition, issues related to race, gender, and other dimensions of identity

can become highly politicized, influencing campus policies and the learning experience.

Risks commonly linked to politicization

Uncertainty around public funding: The influence exerted by government bodies through policymaking and appointments can create uncertainty

around public funding.

Student activism: Polarization and conflict on campus generated by political forces and student activism can disrupt campus life and lead to calls

for disinvestment, “canceling” speakers, or changes to the curriculum.

Decline in applications: Applicant, parental, or student sentiment resulting from news reports, educational experiences, social media, or word of

mouth shaped by the political climate or a school’s reputation may lead to decreased applications or enrollment.

Faculty or staff attrition: Politicization at an institution and its resulting reputation regarding ideological beliefs and priorities can lead to turnover

of the institution’s leaders  and attrition in faculty and staff.

Strategies to help navigate the risks of politicization
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Building trust: Engaging with student and community groups and the full range of stakeholders to build trust and promote civil discussion while

emphasizing that education remains the fundamental purpose and mission of the institution.

Active dialogue: Leaders should use protests as educational opportunities and consider dialogue with protesters, even those violating policies.

Consistent policy enforcement: Once clearly defined and well communicated, institutions should ensure that policies are applied consistently and

fairly without discrimination based on personal viewpoints.

Collaborative response strategies: Colleges and universities should develop viable strategies in collaboration with student government, faculty, and

other key stakeholders to respond to politicization, including pressures to divest endowment funds in certain countries or companies.

Getting to the roots of risk
Each section above includes considerations for responding to the identified risk or causal factor. This should be considered a broad yet practical

template for actions that will go deeper than populating a risk register and rating risks. Those are necessary and useful steps, but they cannot

address the driver or cause of a risk and cannot enable the most efficient risk management methods and allocation of resources.

Addressing institutional risk drivers can enable higher education institutions to address the risk and its financial, operational, legal, compliance,

reputational, and other impacts across the institution.

The following steps can help legal, compliance, and risk managers to better support the leadership in executing their risk-related roles and

responsibilities:

• Identify and assess not only specific risks and risk drivers but also how they could impact all functions, facilities, and stakeholders.

• Develop and evaluate a range of responses to risks based on their financial, operational, legal, reputational, and other impacts, and provide

steps to take to address the causes of those risks.

• Monitor how shifts in the political environment could impact the risk environment given the potential for regulatory and legislative change, as

well as in the overall risk landscape.

• Consider the following elements of risk management in light of your institution’s risks, risk drivers, risk profile, and current approaches to

managing risk:

• Risk methodologies: Periodically refresh your approaches to identifying and assessing risk and risk drivers; for example, internal surveys

supplemented by interviews and external research can deliver more robust assessments than any single method.

• Risk management tools: Technological tools for monitoring and assessing risks, such as data analytics and risk sensing, have improved

significantly in recent years. Governance, risk, and compliance systems have also improved and assisted in integrating the various aspects of

the system, such as business continuity, controls, and vendor and document management, among others.

• Techniques: Certain techniques can improve both efficiency and effectiveness of risk management. These include segmenting risks and risk

drivers and accelerating prioritization of risks by focusing on those that have intensified or diminished the most, or those on which

stakeholders in surveys and interviews exhibited the most divergent views.

• Migrate toward true ERM. Colleges and universities should consider adopting or improving their ERM capabilities in the near term. Today’s

risks and risk drivers demand in-depth approaches. Risk cannot be managed in silos nor by the risk management functions alone. They are too

widespread and interrelated for those approaches to work. ERM enables leaders and risk managers to integrate risk management across the

organization, instill risk awareness and procedures into everyone in the organization, and get to the roots of risk.

Navigating the heightened risk landscape
It is no exaggeration to say that the risks that colleges and universities now face have never been more numerous or potentially damaging.

Demographics, economics, politics, regulations, technologies, and other factors have created a risk landscape that challenges even the most well-

funded and seemingly secure institutions. Even these institutions are experiencing challenges, while those at the opposite end of the spectrum are

struggling to survive.

Legal, compliance, and risk managers and the leaders and boards they support will likely see little if any, diminishment in risk. The risk drivers are

too numerous and deeply rooted for that to occur. This means that those charged with managing risk and supporting the leadership will need to

exercise constant vigilance, sound judgment, and deep commitment to their students, faculty, staff, community, and all other stakeholders in the

educational mission.
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